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A B S T R A C T   

Microgrids are inherently subject to a variety of cyber-physical threats due to potential vulnerabilities in their 
cyber systems. In this context, this paper introduces a cyber-attack-resilient design of a multi-carrier microgrid to 
avoid the loss of critical loads. The objective of the proposed model is to minimize the total planning cost of 
multi-carrier microgrids, which incorporates the investment and replacement costs of distributed energy re
sources, operation and maintenance costs, peak demand charges, emission costs, unserved energy costs, and 
potential reinforcement costs to handle cyber-physical attacks. Not only is the proposed multi-carrier microgrid 
planning approach able to determine the optimal size of multi-carrier microgrids, but it also identifies and re
inforces the system to handle cyber-physical attacks by serving critical loads. The proposed multi-carrier 
microgrid planning model is formulated as a mixed-integer programming problem and solved using the GAMS 
24.1 software. To evaluate the effectiveness of the proposed integrated resource planning model, it is applied to a 
real-world industrial park test-case system. Numerical simulations demonstrate the effectiveness of the 
resilience-oriented multi-carrier microgrid planning model. Importantly, the simulation results indicate the 
economic viability of multi-carrier microgrids optimized by the proposed model. Also, the model sensitivity of 
various decision variables has been analyzed.   

1. Introduction 

The term resilience refers to a system’s ability to prepare for and 
adapt to changing conditions, as well as withstand and recover rapidly 
from either extreme natural disasters or human-triggered events (Mis
hra, Anderson, Miller, Boyer & Warren, 2020, Mishra, Ghadi, Azizi
vahed, Li & Zhang, 2021; Venkataramanan, Srivastava, Hahn & Zonouz, 
2019). In the energy provisioning context, microgrids (MGs) are 
increasingly recognized as a means to improve the overall power system 
resilience to major power outages. The associated deployment of in
formation and communications technologies to enable MGs improves 
the overall electric power systems’ operational performance and reduces 
its vulnerability to cyber-attacks (Jimada-Ojuolape & Teh, 2020). That 
is, although MGs – defined as a single controllable entity integrating a 
potentially large number of supply-side resources in a consistently 
decentralized way – are generally used as resilient and reliable elec
tricity provision solutions (Das, Munikoti, Natarajan & Srinivasan, 

2020), they are vulnerable to cybersecurity-related incidents (Bajwa, 
Mokhlis, Mekhilef & Mubin, 2019; Cagnano, De Tuglie & Microgrids, 
2020; Wang et al., 2018). Thus, it is vital to identify the associated risk 
factors and cyber vulnerabilities, and subsequently reinforce MGs 
against physical, communication, and cybersecurity-related threats. To 
this end, a cost-effective planning model incorporating preventive 
reinforcement strategies is required to ensure the financial feasibility of 
MG developments as truly resilient, reliable, and durable solutions 
against ‘low-probability, high-impact’ events. 

A rich literature on the different methodologies used in long-term 
MG planning optimization already exists. For instance, the optimal 
formulation of an isolated MG incorporating direct load control demand 
response programmed is derived in Mohseni, Brent and Burmester, 
(2019) using a specifically developed metaheuristic optimization 
method. The model ensures the power reliability of a remote community 
by introducing a new reliability index. The study in Nagapurkar and 
Smith, (2019) focuses on the techno-economic feasibility and green
house gas minimization of a small residential community MG. 
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Specifically, it employs artificial neural networks to forecast the energy 
consumption of the community. The efficient planning and designing of 
provisional MGs, as a new class of MGs, is explored in Khodaei (2017) to 
guarantee the cost-optimal integration of renewable energy resources 
(RERs), whilst providing economic and environmental benefits for local 
consumers and wider stakeholders. The financial viability of a campus 
MG incorporating pre- and post-tax cash flows is investigated in Husein 

and Chung (2018). The model employs investment-based financial in
centives to increase renewable energy penetrations and improve the 
financial attractiveness of low-emission MGs. A reliable, affordable, 
clean solution for rural electrification of a village is provided in Kumar 
et al, (2019) by optimally sizing the RERs in the candidate pool. The 
model in Kumar et al. (2019) seeks to minimize the levelized cost of 
energy of the MG reduces by using the demand shifting strategy of 

Nomenclature 

Indices  
boiler index for gas boiler unit 
chp index for combined heat and power unit 
d index for days 
ehp index for electric heat pump unit 
electro index for electrolyzer unit 
ess index for electrical storage unit 
fc index for fuel cell unit 
h index for hours 
hss index for hydrogen storage unit 
l index for carrier comprising {e: electricity, t: heat} 
pv index for photovoltaic unit 
s index for seasons 
tss index for thermal storage unit 
u index for distributed energy resources 
wt index for wind turbine unit 
y index for years 
∼ index for forecasted parameters 

Sets 
G set of dispatchable units 
S set of storage system units 
W set of non-dispatchable units (wind and solar) 

Parameters 
A availability coefficient of units 
Budattacker attacker’s available budget 
CC capital cost of distributed generations 
CCr(r) capital replacement cost of distributed generations 
CE capital cost of storage media – energy 
CEr(r) capital replacement cost of storage media – energy 
CIF capital investment fund of the project 
CP capital cost of storage media – power 
CPr(r) capital replacement cost of storage media – power 
CR(ε) capital reinforcement (encryption) cost of units as a 

function of encryption strength 
D load demand 
DOD depth of discharge of storage media 
Ecap allowable energy capacity of storage media 
EF CO2e emission conversion factor 
EL economic lifetime of units 
ELF maximum equivalent loss factor 
Ging solar irradiation forecast 
Gstc solar irradiation at standard test condition 
i discount rate 
INet,e binary islanding parameter (1 if grid-connected, 0 if 

islanded) 
M(ε) required resource for launching a successful attack against 

a vulnerable unit 
N total number 
Pcap allowable power capacity of distributed energy resources 
PNet,e/g flow limit between the microgrid and the electric/natural 

gas utility network 

pp normalized generation forecast of non-dispatchable units 
Tc,Tr cell and forecast air temperatures 
Thr storage throughput 
v wind speed forecast 
vci/co/r cut-in, cut-out, and rated speed of wind turbine 
αef efficiency of units 
αloss energy loss coefficient of storage devices 
αmain maintenance coefficient of units 
πem CO2e tax price 
πens value of lost load (VOLL) 
πNet,e electricity purchase/sale price 
πNet,g natural gas price 
πpeak peak demand price 
κ maximum power temperature coefficient 
φ ratio of critical loads to total loads 
ψ disruption cost factor 
μ,η number of days/months per season 
ω present-worth value factor 

Variables 
E energy content of storage devices 
Emax installed energy capacity of storage devices 
EC microgrid emission cost 
ELF equivalent loss factor 
Iattack binary variable indicating cyber-physical attack event (1 if 

a unit is attacked and consequently disrupted, 0 otherwise) 
Ienc reinforcement states of units (1 if reinforced, 0 otherwise) 
Iinv investment state of units (1 if installed, 0 otherwise) 
IC microgrid investment cost of units 
MC microgrid maintenance cost 
OC microgrid operation cost/profit 
OF objective function 
OFattack objective function under cyber-attacks 
OFnormal objective function under normal conditions 
P output power of distributed energy resources 
Pdch/ch energy storage discharging/charging power 
Pens,l load curtailment for carriers l ∈ {e, t}
Phyd available hydrogen 
Pmax installed power capacity of distributed energy resources 
PNet,e/g exchanged power with the electric/natural gas utility 

network 
Prefhyd anaerobic reactor-reformer system output 
PC microgrid peak demand cost 
PD input electric energy of units comprising {electric heat 

pump and electrolyzer} 
RC replacement cost of microgrid components 
RI resilience index 
Thrannual annual value of storage throughput 
TIC total investment cost of the project 
UC microgrid’s unserved energy cost 
ℜC microgrid’s reinforcement cost of units 
υ natural gas consumption by gas-fired units  
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non-essential loads and RER penetrations. A comprehensive battery 
sizing model for MG applications is proposed in Alsaidan, Khodaei and 
Gao (2018), which determines the optimal energy and power ratings, 
technology, and maximum depth of discharge of the battery. The battery 
lifetime is reflected in the model by means of degradation, which is 
influenced by the depth of discharge and lifecycle of the battery. A 
methodology for the optimal sizing of an MG is presented in Prathapa
neni and Detroja (2019), which accounts for the lifetime of battery and 
generator units under a load-following strategy. The model also treats 
electric vehicles and pumped water storage as dynamic loads, which 
participate in associated demand response programs. A model is pro
posed in Nejabatkhah (2018) to optimally size and site photovoltaic 
(PV) and battery units integrated into an isolated community MG. The 
model also evaluates the impact of selected units on power quality and 
system loss. A generic storage sizing methodology is provided in Jacob, 
Banerjee and Ghosh (2018) to determine the technically feasible and 
economically viable mixtures of short, medium, and long-term storage 
units within an islanded solar PV-driven MG. The model’s objective is to 
minimize the annualized life cycle cost of an MG tailored to a remote 
village comprised of 20 households. Owing to the prohibitive invest
ment cost of distributed energy resources (DERs), a regulated third-party 
based MG planning approach is presented in Meena, Yang and Zacharis 
(2019) to alleviate economic barriers in the proliferation of prosumers 
by luring a larger number of stakeholders to invest in community energy 
systems via long-term contracts. The associated numerical simulation 
results indicate that not only does the proposed business model mini
mize the operational cost of the community, but it is also able to 
maximize the return on investment. A planning tool is developed in 
Stevanoni, De Greve, Vallee and Deblecker (2019), which enables prior 
feasibility analysis of industrial MG developments incorporating multi
ple stakeholders. The model employs a game-theoretic framework that 
allows studying different and potentially conflicting objectives of 
stakeholders. The optimization of maritime port MGs is explored in 
Molavi, Shi, Wu and Lim (2020) considering model-inherent un
certainties associated with RERs and power outages. The results indicate 
that port MGs with multiple stakeholders can provide various benefits, 
such as avoiding critical facility downtime, energy savings, energy 
self-sufficiency, and emission reduction. A modeling framework for 
partitioning smart distribution systems into supply-sufficient MGs is 
proposed (Barani et al., 2019), which focuses on the optimal allocating 
DERs and reclosers. The paper in Gazijahani and Salehi (2017) proposes 
an innovative bi-level model for the risk-based optimal design of MGs 
under uncertainties in demand and renewable generation. The model 
determines the optimal siting and sizing of DERs together with parti
tioning the traditional distribution grid into a number of MGs consid
ering the optimal allocation of section switches. Moreover, the optimal 
techno-economic and capacity optimization of an isolated multi-carrier 
microgrid (MCMG) is explored in Lorestani, Gharehpetian and Nazari 
(2019) considering battery degradation and reliability indices. The 
application of the model to a test-case system highlights the large values 
of dissipated energy to avoid battery overcharging, which indicates the 
necessity of more advanced energy planning methods. 

The integration of different energy assets tailored to electricity, heat, 
and natural gas vectors offers a significant diversity necessary for 
unlocking transformational synergies between substantial increases in 
the use of electricity and renewable power generation (Guelpa, Bischi, 
Verda, Chertkov & Lund, 2019). In this context, the term MCMG, which 
refers to a low- or medium-voltage electrical network hybridized with 
other energy carrier networks, is clearly defined in Amir, Jadid and 
Ehsan, (2017), 2019; Azimian, Amir and Haddadipour (2020a). 
Accordingly, a growing body of literature has formulated a range of 
solution algorithms for the optimal planning of MCMGs. For instance, an 
approach for the security-constrained design of an isolated MCMG is 
proposed in Mashayekh et al. (2018), which ensures the reliability of 
supply by determining the optimal generation mix, size, and location, 
whilst adhering to a pre-set power reserve constraint. A 

multi-stakeholder, multi-agent system is developed in Mohseni and 
Moghaddas-Tafreshi (2018), which specifically focuses on the modeling 
of cooperative self-sustainable MCMGs. More specifically, the 
multi-agent system is comprised of a design agent, a control agent, a 
generation agent, a load agent, and a charging/refilling station agent. A 
planning framework is developed in Ma et al. (2018) to design 
multi-energy systems with the aim of improving the overall economic 
and environmental efficiencies. Also, a general framework is presented 
in Olsen, Zhang, Kang, Ortega-Vazquez and Kirschen (2018) to deploy 
low-carbon multi-energy districts by incentivizing renewable invest
ment. A co-optimization scheme is presented in Yuan, Illindala and 
Khalsa (2017) to aid the community MG deployments by satisfying the 
requirements of the U.S. Department of Energy and relevant state 
renewable energy mandates, whilst additionally providing a platform to 
measure the impact of regulatory constraints on the pace of MG de
velopments. An MCMG planning method is presented in Cheng, Zhang, 
Kirschen, Huang and Kang (2020), which accounts for carbon emission 
reduction targets, and assists the associated decision-making for the 
development of low-carbon regions with high penetrations of RERs. A 
scenario-based planning model is introduced in Ehsan and Yang (2019) 
that provides an efficient solution for the realization of low-cost and 
low-carbon MCMGs. The model is aware of the problem-inherent un
certainties, such as the uncertainties in the forecasts of renewable gen
erations and multi-energy demands. A multi-period joint expansion 
planning approach is proposed in Wei, Zhang, Wang, Cao and Khan 
(2020) to determine the optimal mix, size, and installation time of a 
diverse set of DERs in MCMG applications. The proposed framework 
considers both short- and long-term uncertainties of renewable gener
ations, demands, as well as declining trends of battery capital costs. In 
another instance, the optimal planning of a multi-energy system is car
ried out in Mansouri, Ahmarinejad, Ansarian, Javadi and Catalao (2020) 
using a decomposition approach, whilst factoring in the effects of un
certainties in multi-energy demands and wind generation. Moreover, the 
model exploits the demand shifting potential of customers and explores 
its impact on the planning solution. The optimal siting and sizing of 
DERs integrated into a 5-node multi-energy MG is determined under 
various uncertainties in Yang, Jiang, Cai, Yang and Liu (2020). The 
model incorporates tractable linearized ac load flow analysis and heat 
transfer considerations, in accordance with physical, real-world 
constraints. 

A multi-objective co-optimization approach is presented in Chen 
et al. (2018) to simultaneously optimize the design and operation of a 
grid-connected MG. An efficient demand response model is also 
employed in the model to reduce the total discounted system cost yiel
ded by the optimization model without compromising customer satis
faction. A two-stage planning method considering price-based demand 
response programs tailored to multi-energy systems is proposed in Pan, 
Gu, Wu, Lu and Lu (2019). The upper stage is designed to minimize the 
annual capital and operation costs associated with the DERs in the 
candidate pool. In the lower stage, an integrated demand response 
program is implemented, where the shiftable loads of customers are 
modified in response to the nodal energy price calculated in the upper 
stage, thereby providing the co-benefits of system cost minimization and 
energy bill savings. The study in Hamad, Nassar, El-Saadany and Salama 
(2019) designed an efficient stochastic planning model for standalone 
hybrid AC/DC MGs with the objective of minimizing the planning costs, 
which consist mainly of the capital investment and operational costs of 
the DERs and power electronics devices. A probabilistic dynamic plan
ning method is proposed in Senemar, Rastegar, Dabbaghjamanesh and 
Hatziargyriou (2019) for residential energy systems with the aim of 
minimizing the levelized cost of energy over the planning horizon. 
Controllable electrical and thermal appliances have also been employed 
in the model to cost-effectively handle the variability in the output of 
solar PV generation. The authors have gone further in Senemar, Seifi, 
Rastegar and Parvania (2020) and included the excess solar PV energy 
curtailment costs in the objective function. The numeric results indicate 
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the important role of the associated curtailment costs in increasing the 
penetration of solar PV generation systems in residential community 
applications. In another instance, a bi-objective model is proposed in 
Nojavan, Majidi and Esfetanaj (2017) to optimally site and size electrical 
storage units within a 33-bus MG. The bi-objective model concurrently 
optimizes the minimization of costs and maximization of the reliability 
of the MG, whilst additionally implementing a time-of-use demand 

response program. Similarly, the study in Kiptoo et al. (2019) focuses on 
the long-term planning of renewables-based MGs with the aim of 
minimizing life-cycle costs and maximizing reliability, whilst imple
menting time-based demand response programs – particularly, critical 
peak pricing – to improve the load factor. Furthermore, the study in 
Hanna et al. (2019) proposes an optimal MG planning model, which 
seeks to minimize the capital investment and operational costs, as well 

Fig. 1. Flowchart of the Proposed Method for the Resilience Planning of MCMGs under Cyber-Attacks.  
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as the costs of load interruption using a single objective function. It also 
introduces the notion of customer damage as a function of the 
customer-specific duration of interruption for the valuation of the cost of 
energy unserved. Based on numeric simulation results, the authors have 
shown that the proposed method is able to improve the cost-efficiency of 
a test-case system by up to 4.15%. Moreover, a generic planning model is 
presented in Adefarati and Bansal (2019) to assist MG planners in 

exploring the effects of high penetration of RERs on the economic, 
reliability and environmental trade-offs of bulk power systems. To this 
end, a specific objective function is developed that incorporates the 
whole-life energy costs, loss of load costs, and emissions penalties. In 
addition, a multi-objective optimization framework is presented in 
Fioriti, Pintus, Lutzemberger and Poli (2020) to optimally design an 
off-grid rural MG with the aim of minimizing the costs associated with 

Table 1 
Dispatchable and Non-dispatchable Units’ Characteristics.  

Unit Allowable installation capacity 
range (kW) 

Capital investment / replacement 
costs ($/kW) 

Maintenance coefficient 
($/kWh) 

Electrical/thermal 
efficiency (%) 

Availability 
(%) 

Lifetime 
(year) 

CHP 5–15,000 300/300 0.01258 35/50 96 20 
FC 10–15,000 1500/1500 0.00900 50/34 100 5 
Boiler 4–15,000 45/45 0.00870 0/90 97 10 
EHP 4–15,000 250/250 0.00300 97/0 98 15 
PV 5–15,000 550/550 0.00310 – 96 25 
WT 5–15,000 650/650 0.00600 90/0 96 25  

Table 2 
Energy Storage Characteristics.  

Unit 
type 

Allowable installation 
capacity range 

Capital investment / 
replacement costs 

Efficiency 
(%) 

Loss efficiency 
(%) 

Depth of 
discharge (%) 

Throughput 
(kWh) 

Availability 
(%) 

Lifetime 
(year) 

Power 
($/kW) 

Energy 
($/kWh) 

Power 
($/kW) 

Energy 
($/kWh) 

ESS 1–15,000 1–15,000 30/20 75/37 93 5 80 3000 96 5 
TSS 1–15,000 50–15,000 5/5 33/30 90 5 100 – 100 15 
HSS 1–15,000 50–15,000 5/5 12/11 98 5 100 – 100 15  

Fig. 2. Average Value of Loads in the First Year.  
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the capital investment, replacement, as well as operation and mainte
nance of candidate DERs. To verify the effectiveness of the proposed 
model in designing economically viable stand-alone MGs, the authors 
conducted capital budgeting analysis based on the modified internal rate 
of return metric. 

The major power outage events and their underlying reasons are 

reviewed in Hussain, Bui and Kim (2019), where the overall probability 
of occurrence of a cyber-attack against critical energy infrastructure has 
been found to be 1.43% based on a comprehensive survey. The most 
frequent cyber threats have also been found to be a denial of service, 
corrupted measurements, compromised control commands, 
load-redistribution attacks, authentication, and buffer overflow 
(Kaviani & Hedman, 2019; Li, Shahidehpour, Aminifar, Alabdulwahab 
& Al-Turki, 2017; Li, Shahidehpour & Aminifar, 2017; Manshadi & 
Khodayar, 2015). In this setting, the strand of the optimal MG sizing 
literature focused particularly on resilience-oriented frameworks has 
been reviewed in Wang, Rousis and Strbac, (2020), which highlights the 
general lack of methods robust to cyber-attacks. For example, an opti
mization model is developed in Chalil et al. (2018) for the capacity 
planning and resilient operation of remote MGs subject to N-1 security 
constraints. In another instance, an efficient market-based, resil
ience-aware planning framework is developed in Khayatian, Barati and 
Lim (2018), which facilitates the deployment of MGs in rural electrifi
cation applications. In the proposed framework, the owners of the 
generation system, the transmission network, and the community MG 
load aggregator are treated as individual, utility-maximizing decision-
makers who interact in a specifically developed market. The principal 
resilience consideration in the proposed model is accounting for the 
outages of the components. Also, an optimal MG designing framework 
tailored to battery-assisted, solar PV-driven MGs is provided in Rosale
s-Asensio, de Simón-Martín, Borge-Diez, Blanes-Peiró and Colme
nar-Santos (2019), which factors in the battery bank autonomy and grid 
outage survivability as resilience metrics. Based on numeric simulations, 
it has been shown that the proposed model is able to provide up to 4 h of 
autonomy, with a blackout survival probability of 40%. Furthermore, an 
MG capacity planning optimization framework is presented in Chen 
et al. (2020), which characterizes the uncertainty associated with power 

Table 3 
Hourly electricity market price.  

Time (h) 1 2 3 4 5 6 

Price ($/kWh) 0.090 0.093 0.077 0.074 0.068 0.082 
Time (h) 7 8 9 10 11 12 
Price ($/kWh) 0.088 0.098 0.097 0.096 0.083 0.081 
Time (h) 13 14 15 16 17 18 
Price ($/kWh) 0.078 0.073 0.066 0.076 0.106 0.118 
Time (h) 19 20 21 22 23 24 
Price ($/kWh) 0.102 0.104 0.086 0.073 0.081 0.072  

Table 4 
MCMG parameters.  

Discount rate (%) 5 Value of lost load 
($/kWh) 

Electricity 3.65 
Annual load growth rate 
(%) 

2.9 Heat 0.107 

Annual electricity price 
growth rate (%) 

2.5 Emission factor 
(kg/kWh) 

Utility 0.2556 

Monthly demand charge 
($/kW) 

6.192 CHP 0.17606 

Equivalent loss factor (%) 0.01 Boiler 0.226 
Budget limit of the 

attacker ($/year) 
30,000 Fuel cell 0.287 

CO2e tax price ($/kg-CO2e) 0.0276  

Fig. 3. Optimum Size of Candidate MCMG Technologies as a Function of CIF.  
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line failure and renewable generation outage, towards maximizing the 
resilience of the system in serving the critical loads against such system 
disruptions. Moreover, a resilience-focused MG planning model is pre
sented in Wu et al. (2019) to coordinately determine the optimal ca
pacity of candidate DERs and distribution lines, whilst ensuring a 
pre-specified level of resilience against system-wide contingencies. To 
this end, a specifically formulated loss of load constraint is used to 
quantify the resilience of the MG against contingencies. Also, the 
optimal size of DERs integrated into a military-based MG, whilst 
meeting a pre-defined resilience goal against extended outages is 
addressed in Wu, Ma, Huang, Fu and Balducci (2020). The model 
additionally quantifies the uncertainty in loads, renewable generation, 
and operational grid disturbances. Furthermore, the resilience of an 
overall distribution system, which consists of networked MGs, could be 
strengthened by simultaneously accounting for line hardening and 
added infrastructure options in the optimal planning model (Barnes, 
Nagarajan, Yamangil, Bent & Backhaus, 2019). Interestingly, the 
numeric simulation results indicate that networked MGs are able to 
entirely eliminate the need for line hardening and added infrastructure 
options for the supply of critical loads compared to the baseline case of a 
centralized radial distribution network. Similarly, the study in Xie, Teng, 
Xu and Wang (2019) has also focused on the resilient designing of net
worked MGs by comparing the efficiency of various battery operation 
strategies. In contrast to the study in Barnes et al. (2019), the numeric 
results indicate that the reliable and robust supply of critical loads under 
extreme fault conditions requires the allocation of additional battery 
capacity to the networked MGs. In the same vein, the study in Pecenak, 
Stadler, Mathiesen, Fahy and Kleissl (2020) proposes a novel hybrid 

optimization framework to design resilience-oriented MGs that use 
added battery storage capacity – with specific charge/discharge rate 
optimization – to effectively hedge against extended grid outages. 

As the above comprehensive review of the mainstream literature 
indicates, the resilient designing of MCMGs under cyber-attacks has not 
yet been addressed. In response, this paper introduces a novel MCMG 
planning optimization model that is aware of the pre-defined levels of 
resilience against low-probability high-impact events. The proposed 
MCMG planning model is used to optimally serve the energy re
quirements of a group of industrial customers using various DERs, 
namely combined heat and power (CHP) units, natural gas boilers, 
electric heat pumps (EHPs), renewable energy technologies, fuel cells 
(FCs), and storage units. Not only is the model able to determine the 
optimal mix and size of candidate DERs for integration into the MCMG, 
but it also, more importantly, reinforces the key components needed to 
serve the critical loads in circumstances of active cyber-attacks – 
including intentional attempts to affect the operation of the system. The 
main objective of the model is to minimize the total planning cost, 
incorporating the capital investment, replacement, as well as operation 
and maintenance costs of candidate DERs, potential peak demand 
charges, emissions penalties, costs of unserved energy, and necessary 
reinforcement cost of the MCMG, subject to a pre-specified robustness 
level against unplanned, cyber-attack-induced grid outages. To alleviate 
the computational burden, two typical days of summer, winter, and the 
transitional spring/autumn seasons are selected to represent the year
long operation of the system. The problem is formulated as a mixed- 
integer programming problem and solved using the GAMS 24.1 soft
ware. Furthermore, a novel index is presented, for the first time in the 

Fig. 4. Optimized Units’ Penetration as a Function of CIF.  
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literature, to quantify the resilience of MCMGs against intentional grid 
and infrastructure disruptions. More specifically, the key contributions 
of the paper are:  

• Determining the cost-optimal mix and size of DERs for integration 
into MCMGs considering reliability and environmental constraints.  

• Calculating the size of the added infrastructure needed to tolerate the 
cyber-physical attacks by serving the critical loads and quantifying 
the impact on the total MCMG development costs.  

• Applying preventive reinforcement strategies to ensure the resilient 
design and operation of the proposed MCMG against cyber-physical 
attacks.  

• Quantifying the additional capital investment requirements in light 
of increased resilience, as well as the associated changes in the 
optimal size and economic viability of MCMGs – using various 
financial appraisal metrics, such as present-worth value, levelized 
cost of energy, discounted payback period, and profitability index.  

• Assisting the associated decision-making processes in deploying 
cyber-attack-resilient MCMGs. 

On a wider level, the proposed model provides a platform to produce 
a set of case-specific preventive actions and infrastructure capacity 
reinforcement decisions for the resilient operation of MCMGs, with a 
particular focus on meeting the critical loads, which otherwise remain 
unmet during the associated restoration times. More specifically, the 
model (i) enables seamless islanding by installing additional dis
patchable DERs for an uninterrupted supply of critical loads during 
disturbances, particularly cyber-attacks, (ii) employs a specifically 

developed reliability index to constrain the total annual curtailed elec
trical loads, (iii) utilizes a specifically developed resilience index to 
quantify the system’s vulnerability to contingencies precipitated by 
intentional cyber disruptions and reinforce the system to the designer’s 
desired level, and (iv) paves the way for the incorporation of advanced 
encryption techniques for fast control systems that maintain the overall 
system stability – and provide an effective hedge against cyber-physical 
attacks to MGs. 

The remainder of this paper is organized as follows. Sections 2 for
mulates the proposed resilience-oriented MCMG planning modeling 
framework. Section 3 conducts numerical simulations on a test-case 
MCMG and discusses the results. Finally, conclusions are drawn in 
Section 4, whilst also highlighting the evidence-based real-world ad
vantages of using the proposed method. 

2. Methodology 

This section mathematically formulates the proposed method for the 
resilient development of MCMGs subject to cyber-attacks – which lead to 
physical unit disruptions. The cyber-resilient MG planning in this paper 
is performed under a set of assumptions, namely:  

(1) The attacker seeks to increase the frequency and duration of 
service interruptions by disrupting the MG’s physical units by 
coordinated, remote, cyber intrusions. A cyber-physical attack 
against critical infrastructure occurs when a hacker gains access 
to the encrypted data packets received by the physical unit 

Fig. 5. Total Cost Breakdown of the MCMG as a Function of the CIF.  
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controller, and then decrypts and manipulates the control signals 
sent from the MCMG’s central controller to the underlying assets.  

(2) For practical reasons, it is assumed that the attacker might only 
gain unauthorised access to the breakers connecting the associ
ated units to the MCMG’s common bus, and subsequently open 
the relevant breakers. This consequently disables the MCMG 
operator’s remote access to the associated components. The 
interested reader is referred to (Venkataramanan et al., 2019) for 
the detailed steps undertaken for generating a set of hypothetical 
random cyber-attacks, which are inspired by a recent 
cyber-attack in Ukraine. Also, the encryption techniques devel
oped in Barnes et al. (2019); ISO-NE (2015) are used in the pro
posed model to reinforce the most vulnerable and influential 
units against cyber-attacks.  

(3) An encryption code for the data packets broadcasted to each of 
the MCMG’s physical units is assumed to be present. The 
encryption key disallows intruders to read, intercept, or manip
ulate the control signals. Expectedly, the greater the encryption 
strength, the higher the associated costs of both encryption and 
decryptions, thereby offering better protection during a cyber- 
attack on the MCMG’s infrastructure. 

Mathematically, the proposed cyber-resilient MCMG deployment is 
formulated as a two-stage optimization problem. In the first stage, the 
optimal mix and size of the candidate units over the planning horizon 
are determined subject to unplanned grid outages. In the second stage, 
the preventive reinforcement strategy is implemented by identifying and 
planning for the cyber-attack-prone units. An iterative approach is used 
in the second stage to tailor the solution to the developer’s desired level 
of resilience. The iterative approach gradually increases the robustness 
of the MCMG design based on preventive reinforcement schemes. Put 

differently, the second stage seeks to increase the encryption strength of 
the vulnerable physical units using an iterative optimization approach 
that identifies and reinforces the vulnerable physical units based on the 
maximum possible MCMG operating cost during attacks (representing 
the worst-case scenario), in accordance with pre-specified attacker 
budgets to trigger disruptions. 

Accordingly, the overall model, expressed in Eq. (1), minimizes the 
MCMG’s total investment planning cost, which incorporates the in
vestment, replacement, as well as operation and maintenance costs of 
DERs, potential peak demand charges, emission costs, unserved energy 
costs, and the associated reinforcement costs. The investment cost of 
DERs (Eq. (2)) represents the capital cost of dispatchable and non- 
dispatchable distributed generators (DGs) – derived by multiplying the 
DGs’ capital costs by the corresponding optimized power capacities – as 
well as the capital cost of storage systems, in accordance with the cor
responding optimized power and energy capacities – calculated by 
multiplying the storage systems’ capital costs by the corresponding 
optimized power and energy capacities. The replacement cost of DERs is 
calculated using Eq. (3) as a function of the number of replacements over 
the planning horizon and the associated installed power/energy capac
ities. The operation cost in Eq. (4) determines the net cost of exchanged 
power with the wider electric and natural gas utility networks. The 
operation and maintenance costs of the selected dispatchable and non- 
dispatchable units are given in Eq. (5), which are functions of the 
optimal capacities of the units multiplied by the associated maintenance 
coefficients. Demand charges are applied to large-scale commercial and 
industrial based on the maximum amount of power that a customer used 
in any interval. The demand charge is calculated in Eq. (6), where the 
demand charge rate is multiplied by the maximum amount of electricity 
imported from the utility grid. Note that the plus sign in the superscript 
of the variable representing the power exchanges with the wider 

Fig. 6. Capital Budgeting Analysis of the Proposed MCMG with Respect to CIF Variations.  

M. Azimian et al.                                                                                                                                                                                                                               



Sustainable Cities and Society 79 (2022) 103709

10

electrical network (denoted by PNet,e,+
ysdh ) indicates that the peak demand 

charge is specifically applied to the maximum positive value of net 
imports (imports minus exports) to ensure that exports are not linked to 
such peak demand charges. Also, in Eq. (6), μsd and ηs denote the number 
of days per season and the number of months per season, respectively. 
The emissions cost of the utility grid and non-renewable DGs is calcu
lated in Eq. (7). Eq. (8) represents the cost of unserved electrical and 
thermal demands, which is defined as the amount of load curtailments 
multiplied by the value of lost loads (VOLLs). The annual reinforcement 

cost is expressed in Eq. (9), which denotes the capital cost of reinforced 
DERs (as a function of the physical unit’s encryption strength) multi
plied by their reinforcement states. It is noteworthy that DER investment 
and encryption costs are incurred at the beginning of the first year. 
Furthermore, Eq. (10) expresses the present-worth value factor. 

OF =
∑

y
ωy⋅
(
ICy +RCy +OCy +MCy +PCy +ECy +UCy +ℜCy

)
(1)  

ICy =
∑

u∈{G,W}

CCu⋅Pmax
u +

∑

u∈S

(
CPu⋅Pmax

u +CEu⋅Emax
u

)
∀y = 1 (2)  

RCy =
∑

u∈{G,W}

CCru
(
ruy
)
⋅Pmax

u +
∑

u∈S

(
CPru

(
ruy
)
⋅Pmax

u +CEru
(
ruy
)
⋅Emax

u

)
(3)  

OCy =
∑

s

∑

d
μsd⋅
∑

h

(
PNet,e

ysdh ⋅πNet,e
yh +PNet,g

ysdh ⋅πNet,g
y

)
(4)  

MCy =
∑

s

∑

d
μsd⋅
∑

h

∑

u∈{G,W}

Puysdh⋅αmain
u (5)  

PCy =
∑

s
ηs⋅πpeak⋅max

(
PNet,e,+

ysdh

)
(6)  

ECy =
∑

s

∑

d
μsd⋅
∑

h
πem⋅

(

PNet,e
ysdh ⋅EFNet,e +

∑

u∈{G,W}

Puysdh⋅EFu

)

(7)  

UCy =
∑

s

∑

d
μsd⋅
∑

h
Pens,l

ysdh ⋅πens,l ∀l ∈ {e, t} (8)  

ℜCy =
∑

u∈{G,W,S}

CRu(εu)⋅Ienc
u (9)  

ωy = 1
/
(1 + i)y− 1 (10) 

The objective function is also subject to a set of operational-, 
investment-level constraints expressed in Eqs. (11)–(37). 

2.1. Power balance constraints 

Eq. (11) ensures the system-wide power balance by enforcing the 
sum of power outputs from DERs, the net electricity imports from the 
utility grid, and the unmet electricity demand to be equal to the sum of 
the original electrical demand and the energy consumed by the EHP and 
electrolyzer units. Similarly, the thermal demand balance constraint of 
the system is expressed in Eq. (12), which ensures that the sum of the 
thermal energy generations of DERs and the curtailed thermal demand is 
greater than or equal to the original thermal demand of the customers. 
Also, the total natural gas consumption of the CHP and gas boiler units is 
presented in Eq. (13). Furthermore, the FC uses the hydrogen generated 
by the reactor-reformer system, the hydrogen storage system (HSS), and 
the electrolyzer unit stored in the dedicated tank, as expressed in Eq. 
(14). It is assumed that the reactor-reformer system uses municipal solid 
waste as an available energy resource that can be collected from resi
dential, agricultural, and industrial sectors. The amount of hydrogen 
produced by the reactor-reformer system is a function of the mass of 
municipal solid waste collected from the site of interest (Mohseni & 
Moghaddas-Tafreshi, 2018). 
∑

u∈{G,W}

Pe
uysdh ±

∑

u∈ess
Pdch/ch

uysdh + PNet,e
ysdh + Pens,e

ysdh = De
ysdh +

∑

u∈{ehp,electro}

PDe
uysdh (11)  

∑

u∈G
Pt

uysdh ±
∑

u∈tss
Pdch/ch

uysdh + Pens,t
ysdh ≥ Dt

ysdh (12)  

PNet,g
ysdh =

∑

u∈{chp,boiler}

υuysdh (13) 

Table 5 
Iteration-Wise Comparative Results of the Preventive Reinforcement Process for 
Various CIF Values.  

CIF 
($m) 

Iter. RI Plan. 
cost ($m) 

Reinf. 
cost ($m) 

Total 
cost 
($m) 

Disrupted 
units 

12.72 
{1} 

1 0.20634 4.46 0.09 4.56 CHP, PV 
2 0.49275 3.81 0.12 3.93 CHP, PV, ESS 
3 0.82888 3.42 0.19 3.61 ESS, TSS 
4 0.98773 3.29 0.23 3.51 EHP, TSS 
5 0.99499 3.283 0.27 3.55 EHP, FC 
6 0.99927 3.2801 0.30 3.59 FC 
7 1 3.2796 0.33 3.61  

9.47 
{4} 

1 0.20735 4.75 0.11 4.85 CHP 
2 0.38504 4.28 0.12 4.40 PV 
3 0.53031 4.04 0.13 4.17 CHP, ESS 
4 0.71654 3.82 0.17 3.99 PV, TSS 
5 0.89296 3.65 0.21 3.86 EHP, ESS 
6 0.99283 3.571 0.25 3.82 FC, TSS 
7 0.99655 3.568 0.29 3.86 Boiler, EHP 
8 0.99927 3.566 0.33 3.90 FC 
9 0.99999 3.5653 0.36 3.92 Boiler 
10 1 3.5652 0.38 3.95  

7.79 
{6} 

1 0.20895 5.07 0.11 5.18 CHP 
2 0.46737 4.47 0.12 4.59 CHP, PV 
3 0.74146 4.12 0.16 4.28 PV, ESS 
4 0.93355 3.95 0.20 4.15 ESS, TSS 
5 0.99106 3.91 0.24 4.14 EHP, FC, TSS 
6 0.99762 3.901 0.29 4.19 Boiler, EHP, 

FC 
7 0.99997 3.899 0.36 4.26 Boiler 
8 1 3.899 0.38 4.28  

6.43 
{8} 

1 0.21030 5.45 0.11 5.56 CHP 
2 0.50212 4.80 0.12 4.92 CHP, PV 
3 0.82290 4.43 0.16 4.59 PV, ESS 
4 0.96738 4.31 0.20 4.50 ESS, TSS 
5 0.99245 4.29 0.24 4.53 Boiler, EHP, 

FC, TSS 
6 0.99864 4.282 0.30 4.59 Boiler, EHP, 

FC 
7 1 4.281 0.38 4.67  

5.20 
{10} 

1 0.21402 6.10 0.07 6.16 CHP 
2 0.53426 5.41 0.08 5.49 CHP, PV 
3 0.89056 5.03 0.12 5.15 PV, TSS 
4 0.99292 4.95 0.16 5.11 Boiler, FC, 

TSS 
5 0.99816 4.943 0.21 5.15 Boiler, FC 
6 1 4.941 0.27 5.21  

3.09 
{15} 

1 0.22733 8.87 0.03 8.90 CHP 
2 0.60981 8.13 0.04 8.17 CHP, Boiler 
3 0.99917 7.762 0.08 7.84 Boiler 
4 1 7.761 0.11 7.87  

1.47 
{23} 

1 0.54860 33.24 0.04 33.28 CHP 
2 0.79935 32.95 0.05 33.01 CHP, ESS 
3 0.97502 32.81 0.09 32.90 Boiler, ESS 
4 0.99852 32.787 0.13 32.92 Boiler 
5 1 32.786 0.16 32.95  

1.02 
{27} 

1 0.56717 79.85 0.04 79.89 ESS 
2 0.81385 79.58 0.05 79.63 CHP, ESS 
3 0.98925 79.429 0.09 79.52 Boiler 
4 0.99426 79.425 0.11 79.53 CHP 
5 0.99640 79.423 0.13 79.56 Boiler 
6 1 79.421 0.16 79.58  

Key: CIF = Capital investment fund, Iter. = Iteration, RI = Resilience index, 
Plan. = Planning, Reinf. = Reinforcement. 
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Phyd
ysdh = Pref hyd

uysdh ±
∑

u∈hss
Pdch/ch

uysdh +
∑

u∈electro
PDe

uysdh⋅αef
u (14)  

2.2. Dispatchable and non-dispatchable units’ constraints 

The energy generation units, including gas-fired units, EHP, FC, PV, 
and wind turbine (WT) are modeled in Eqs. (15)–(20), respectively. It is 
noteworthy that the hourly power generation of the PV unit (Eq. (18)) is 
modeled as a function of solar irradiance and ambient temperature 
(Azimian, Amir & Javadi, 2020b). In addition, the overall degradation of 
the PV unit for Yingly Panels over 25 years is accounted for in the model. 
Similarly, the power curve (Eq. (19)) is used to correspond the WT unit’s 

power output to wind speed forecasts. The hourly generated power by 
dispatchable and non-dispatchable units is constrained by the corre
sponding optimum capacities (Eq. (20)). Moreover, the availability or 
unavailability states of the units under consideration are considered by 
defining a binary variable that represents the state of the physical units 
under cyber-attacks; it takes on a value of if the corresponding physical 
unit is disrupted at a particular time-step (and hence, unavailable), and 

0 if it is not disrupted and is available. 

Pl
uysdh = υuysdh⋅αef ,l

u ⋅Au ∀u ∈ {chp, boiler}, ∀l ∈ {e, t} (15)  

Pt
uysdh = PDe

uysdh⋅αef
ush⋅Au ∀u ∈ ehp (16)  

Pl
uysdh = Phyd

ysdh⋅αef ,l
u ⋅Au ∀u ∈ fc, ∀l ∈ {e, t} (17)  

Puysdh =
(

Pmax
u ⋅αef

uy⋅Au⋅p̃puh⋅̃Ging
s ⋅(1+ κ⋅(Tc − T̃rs))

)/
Gstc ∀u ∈ pv (18)     

0 ≤ Puysdh ≤ Pmax
u ⋅
(

1 − Iattack
uysdh

)
∀u ∈ {G,W} (20)  

2.3. Storage systems’ constraints 

The energy storage-related constraints are presented in Eqs. (21)– 

Fig. 7. Percentage Frequency of the Intentional Cyber Disruption of the MCMG’s Components.  

Puysdh =

⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

0 0 ≤ ṽs ≤ vci or ṽs ≥ vco

Pmax
u ⋅αef

u ⋅Au⋅p̃puh⋅
ṽ2

s − vci2

vr2
− vci2

vci ≤ ṽs ≤ vr

Pmax
u ⋅αef

u ⋅Au⋅p̃puh vr ≤ ṽs ≤ vco

∀u ∈ wt (19)   
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(26). The amount of energy in-store in each energy storage device at 
each time-step equals its value in the previous time-step adjusted for 
self-discharge plus the time-step-wise charging power and minus the 
time-step-wise discharging power Eq. (21)). Also, the energy stored in 
each energy storage device at the end of each day is enforced to be equal 
to its value at the beginning of the day for balanced analysis (Eq. (22)). 
Furthermore, the hourly charging and discharging power of the storage 
system cannot exceed its corresponding optimized capacity (Eq. (23)). 
Moreover, the amount of energy in-store is limited by Eq. (24) consid
ering the depth of discharge. Additionally, the constraints in Eqs. (25)– 
((26) model the annual throughput of the battery – as the total amount 
of energy the battery can be expected to store and deliver over one year. 

Euysdh =
(

Euysd(h− 1) − Euysdh⋅αloss
u +Pch

uysdh − Pdch
uysdh

/
αef

u

)
⋅Au ∀u ∈ S (21)  

Euysd(h1) = Euysd(h24) ∀u ∈ S (22)  

0 ≤ Pdch/ch
uysdh ≤ Pmax

u ⋅
(

1 − Iattack
uysdh

)
∀u ∈ S (23)  

Emax
u ⋅(1 − DODu) ≤ Euysdh ≤ Emax

u ∀u ∈ S (24)  

Thrannual
uy =

∑

s

∑

d
μsd⋅
∑

h

(
Pch

uysdh +Pdch
uysdh

/
αef

u +Euysdh⋅αloss
u

)
∀u ∈ ess

(25)  

Thrannual
uy ≤ Emax

u ⋅Thru

/
ELu ∀u ∈ ess (26)  

2.4. Capacity limit constraints of distributed energy resources 

The optimum power and energy capacities of the MCMG’s units 

cannot exceed the associated minimum and maximum allowable values, 
as expressed in Eqs. (27) and (28), where the binary variable Iinv

u is used 
to indicate the investment state of DERs. 

Pcap
u ⋅Iinv

u ≤ Pmax
u ≤ Pcap

u ⋅Iinv
u ∀u ∈ {G,W, S} (27)  

Ecap
u ⋅Iinv

u ≤ Emax
u ≤ Ecap

u ⋅Iinv
u ∀u ∈ S (28)  

2.5. Networks’ constraints 

The amounts of exchanged electricity and natural gas with the utility 
networks are, respectively, constrained by the corresponding maximum 
allowable capacities in Eqs. (29) and (30). The constraint in Eq. (29) also 
considers a binary variable for the electric utility network’s outage and 
the islanded mode of operation of the MCMG. 
⃒
⃒
⃒PNet,e

ysdh

⃒
⃒
⃒ ≤ PNet,e⋅INet,e

ysdh (29)  

0 ≤ PNet,g
ysdh ≤ PNet,g (30)  

2.6. Reliability constraints 

A load shedding scheme is utilized to ensure the balance of power 
between the generation and consumption sides of the MCMG, as 
expressed in Eq. (31). Given the large VOLL assigned to critical loads, the 
model inherently seeks to minimize the value of unserved critical loads. 
The equivalent loss factor is employed to measure the reliability of the 
MCMG (Eq. (32)). The equivalent loss factor of the MCMG is constrained 
to be lower than a specific value (Eq. (33)), less than 0.01% per year. 

Fig. 8. Impact of VOLL Variations on the Deviation of the Sizing of the Units with respect to the Baseline Scenario.  
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0 ≤ Pens,l
ysdh ≤ Dl

ysdh⋅
(
1 − φl) ∀l ∈ {e, t} (31)  

ELFy =

(
∑

s

∑

d
μsd⋅
∑

h
Pens,e

ysdh

/

De
ysdh

)

Nh⋅
∑

s

∑

d
μsd

(32)  

ELFy ≤ ELFy (33)  

2.7. Capital investment constraint 

Typically, any MG development project has a budget limit. To reflect 
this in the model, the total investment cost of the MCMG project is 
limited by the available capital investment fund (CIF) (Eq. (34)). 

TIC = ICy + RCy ≤ CIF ∀y = 1 (34)  

2.8. Attacker’s budget to trigger disruptions 

The annual financial resources for triggering outages in a MCMG’s 
physical units are limited annually, as expressed in Eq. (35). The 
required financial resource to decrypt and manipulate an encrypted data 
packet is assumed to be ψ times of the associated encryption cost (Eq. 
(36)). Also, the period of disturbance and the associated service resto
ration of disrupted physical units is assumed to be one hour for each 
attack since the operator of the MCMG could immediately initiate the 
restoration process. 

∑Ns

s

∑Nd

d

∑Nh

h

∑

u∈{G,W,S}

Mu(εu)⋅Iattack
uysdh ≤ Budattacker

y (35)  

Mu(εu) = CRu(εu)⋅ψ u ∈ {G,W, S} (36)  

2.9. Resilience index 

To quantify the vulnerability of the MCMG against intentional dis
ruptions, a resilience index (Eq. (37)) is defined as the exponential of the 
negative ratio of the increase in the MCMG’s overall cost as a result of 
disruptions due to attacker-budget-aware cyber-attacks. The lower the 
resilience index, the more vulnerable the MCMG to cyber-physical 
attacks. 

RI = e− ((OFattack − OFnormal)/(Budgetattacker
y ⋅Ny)) (37)  

2.10. Overview of the proposed method 

Fig. 1 illustrates the solution algorithm for the proposed two-stage 
cyber-attack-resilient MCMG planning optimization model, which is 
able to adequately handle the associated conflicting objectives – total 
discounted energy planning cost minimization and total cyber-attack- 
induced disruption maximization. The upper stage determines the 
optimal planning and scheduling results under normal operating con
ditions. The results of the upper-stage problem then serve as input pa
rameters to the lower-stage optimal resilience improvement problem, 
which optimizes the costs associated with the reinforcement of the 
multi-carrier microgrid against intentional cyber intrusions. The 
formulated microgrid capacity reinforcement problem, which seeks to 
optimize the operational cost of the MCMG during attacks, is then solved 
iteratively using a specifically developed algorithm, which identifies 
and reinforces the vulnerable units until a resilience index of 1.0 is 
achieved – as the stopping criterion. 

Fig. 9. Breakdown of the Optimal Planning Cost of the MCMG for Various Islanding Hours.  
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3. Numerical simulations and discussions 

As a test-case MCMG, a real-world industrial park located in Gol
payegan, Iran (33◦32′55.86′’ N, 50◦18′02.12′′ E) is considered. Tables 1 
and 2 present the technical specifications of the candidate DGs and 
energy storage units, respectively. It is noteworthy that the size of the 
anaerobic reactor-reformer unit is fixed ex-ante and does not form part of 
the optimal sizing model. Accordingly, the size of the reactor-reformer 
system is calculated based on the available municipal solid waste in 
the industrial park, which equates to 20 kW-H2 per hour. The aggregated 
electrical and thermal loads on the MCMG are depicted in Fig. 2. Recall 
that a typical weekday and a typical weekend of the three typical sea
sons – summer, spring/autumn, and winter – are selected to represent 
the whole year. The hourly electricity market price retrieved from an 
online database (ISO-NE, 2015) is presented in Table 3. A fixed natural 
gas market price of $0.00344/kWh, based on the Henry Hub Natural Gas 
dataset (U.S. Energy Information Administration, 2016), is utilized in 
this paper. The power exchange of the MCMG with the wider utility grid 
is subject to a line capacity limit of 5 MW. Other techno-economic 
specifications of the project are presented in Table 4. Additionally, the 
site of interest has an average seasonal (summer, transitional, and 
winter) ambient temperature of 23 ◦C, 12.5 ◦C, and 1.2 ◦C, respectively, 
over summer, autumn/spring, and winter, solar irradiance of 580 W/m2, 
483 W/m2, and 406 W/m2, respectively, over summer, autumn/spring, 
and winter, and a wind speed of 5.8 m/s, 4.83 m/s, and 4.06 m/s, 
respectively, over summer, autumn/spring, and winter, which are 
collected from the RETScreen Climate Database (U.S. Energy Informa
tion Administration, 2020). The planning horizon is also assumed to be 

25 years. Moreover, a total annual average of 24 h of operation in the 
islanding mode were considered, in compliance with historical outage 
data collected from the Golpayegan Electric Utility Company. The 
formulated problem was modeled as a mixed-integer programming 
problem and solved using the GAMS 24.1.2 software (GAMS Develop
ment Corp, 2018). The following cases are studied: 

Case 1: Resilient MCMG planning analysis considering changes in the 
capital investment budget; 

Case 2: Impact analysis of the value of the lost load on the costing and 
configuration of the MCMG; and 

Case 3: Impact analysis of islanding on the costing and configuration 
of the MCMG. 

Case 1: The optimal cyber-attack-resilient designing of the MCMG 
populated for the case of interest is carried out using the proposed model 
for a variety of investment budgets. The optimum capacities of DERs for 
different values of CIF are displayed in Fig. 3. Also, the share of each unit 
in the total installed DER capacity is depicted in Fig. 4 for a better un
derstanding of the portfolio-side results. The optimal sizing results 
indicate that, given the low natural gas prices present, the CHP unit 
constitutes the largest share in supplying electrical and thermal loads. As 
shown in the figure, the size of the CHP unit remains practically un
changed for CIF values of greater than $3.56 m, past which it starts to 
make up smaller percentages of the total DER capacity. Furthermore, for 
CIF values greater than $3.56 m, the optimal design solution in
corporates a large PV unit and a relatively small WT unit due to the 
climatic conditions of the site of interest, which offers the opportunity of 
selling the surplus PV generation back to the utility during higher-priced 
afternoon peak hours. Based on the above observations, an interesting 

Fig. 10. Impact of the Islanding Hour on the Optimum Size of the Selected MCMG Technologies.  
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Fig. 11. Impact of the Islanding Hour on the REP and CPP.  

Fig. 12. Optimized Units’ Penetration as a Function of CIF in the Islanded Mode Operation Scenario.  
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Fig. 13. Breakdown of the Total Cost of the MCMG in the Islanded Operation Mode.  

Fig. 14. Optimized Units’ Penetration as a Function of CIF in the Increased Electricity Market Price and Reduced Feed-in-Tariff Scenario.  
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Fig. 15. Breakdown of the Total Cost of the MCMG in the Increased Electricity Market Price and Reduced Feed-in-Tariff Scenario.  

Fig. 16. Impact of a Significant Increase in the Natural Gas Prices on the Optimal Size of the Components.  
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finding is that the financial viability of solar PV installations is subject to 
the availability of higher capital resources, especially given the necessity 
of adding capital cost-intensive storage systems and dispatchable DGs. 

The results also indicate the comparatively lower size of the FC given 
the available hydrogen production capacity from municipal solid waste. 
That is, hydrogen storage is a viable option only where abundant 
municipal solid waste exists. Furthermore, for the CIF values in the 
range $3.56 m–$12.72 m, the optimal planning solution is to install a 
thermal storage system (TSS) to assist the provision of the heat demand. 
The determined energy rating of the TSS is found to be 2.53 times its 
power rating for a non-constrained CIF scenario. However, the more 
limited the capital budget, the lower the energy rating of the TSS. In 
addition, although the model behavior with respect to the size of the 
electrical storage system (ESS) planning decision is almost similar to that 
of the TSS in terms of the capital budget-wise allocated capacity, the 
baseline size of the ESS is substantially larger than the TSS given the 
important dynamics that take place with respect to the on- and off-peak 
electricity prices. More specifically, the ESS energy rating is calculated 
to be around 1.19–1.95 times of its power rating for CIF values of $5.78– 
$12.72 m, and around 2.86 times of its power rating for CIF values lower 
than $1.47 m. Another insight is that the ESS makes up around 22–86% 
of the total installed capacity of MCMG-wide DERs for CIF values in the 
range $1.47–$1.02 m – that is, the lower the CIF, the greater the port
folio share of the ESS. Moreover, in addition to the components that 
contribute to the provision of both electrical and thermal loads, a 
medium-sized EHP and boiler are allocated as auxiliary heat production 
components. The results also indicate the EHP utilization ratio increases 
sharply for CIF values larger than $6.43 m, whereas the boiler is a better 
option for more limited capital budgets. The results collectively indicate 
the importance of dispatchable DGs, as well as electrical and thermal 

storage units, to ensure an uninterruptable supply of demands and 
provide economic benefits for MCMG investors. 

Fig. 5 shows the breakdown of the total MCMG planning cost opti
mized for different CIF values. The total cost of the MCMG varies with 
three constant slopes with respect to the CIF parameter. More specif
ically, the three constant slopes for changes in the total system cost with 
respect to the CIF represent the capital cost ranges $12.72–$3.09 m, 
$3.09–$1.56 m, and $1.56–$1.02 m, which are equal to 0.401, 11.694, 
and 97.623, respectively. Furthermore, reducing the maximum allow
able CIF from $12.72 m to $3.56 m reduces the discounted operational 
cash inflows by about 5.4% in each scenario, while increasing the 
operation and maintenance costs by an insignificant 0.9%. A further 
decrease in the CIF results in a sharp decrease in the operational cash 
inflows, which ultimately fall to zero for the CIF value of around $2.3 m. 
Also, imposing such an extreme limitation on the CIF results in a 
considerable rise in the operation and maintenance cost of the MCMG 
from the original $0.33 m to $31.63 m. 

According to Fig. 5, decreasing the CIF from $12.72 to $1.02 m leads 
to an initial slight rise, followed by a steep decline in the emissions cost 
factor of the total system cost. The emissions cost factor also exhibits an 
erratic behavior in some intervals given the optimal system dynamics 
that are taking place with respect to the size of the gas-fired units. 
Furthermore, the peak demand charge is equal to zero for CIF values of 
greater than $1.72 m, implying the customers would prefer to purchase 
electricity from the wider utility grid at any (reasonable) cost, rather 
than experiencing power outages. Also, the cost of unserved energy 
associated with a partial curtailment of low-priority thermal loads in
creases from $0.43 to $2.03 m by limiting the CIF from $12.72 to $1.89 
m; the cost of unserved energy is more substantial for the scenarios 
where the CIF is lower than $3.09 m due to the inadequate size of the 

Fig. 17. Impact of a Significant Increase in the Natural Gas Prices on the REP and CPP.  
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CHP unit. Limiting the CIF to a greater extent (lower than $1.89 m) 
results in a very large unserved energy cost (which constitutes 10–47% 
of the total planning cost) as a result of the necessity of higher-priority 
electrical demand curtailment. In addition, the reinforcement cost 
makes up about 0.2–9.7% of the total planning cost; the more the capital 
budget, the lower the reinforcement cost due to the increased diversity 
of the portfolio necessary for energy security. Collectively, the results 
indicate that the economic viability of the MCMG system populated for 
the case of interest is ensured for CIFs greater than $2.53 M given that 
the accrued revenues outweigh the investment costs. 

To evaluate the technical viability and financial sustainability of the 
project proposal, several metrics including the levelized cost of energy 
(LCOE) (Adefarati & Bansal, 2019), the discounted payback period 
(DPP) (Mohseni et al., 2019), and the profitability index (Mohseni et al., 
2019), the renewable energy penetration (REP) (Amir & Azimian, 
2020), the conventional power penetration (CPP) (Amir & Azimian, 
2020), the purchase probability (PP) (Amir & Azimian, 2020), the sale 
probability (SP) (Amir & Azimian, 2020), as well as various reliability 
indices such as the loss of load expected (LOLE), the loss of load prob
ability (LOLP), loss of energy expectation (LOEE), and loss of power 
supply probability (LPSP) (Pazouki, Haghifam & Moser, 2014), are used. 

The impact of changes in the CIF on the capital budgeting metrics of 
the planned MCMG is summarized in Fig. 6. As the figure shows, 
decreasing the CIF from $12.72 to $1.02 m significantly affects the 
financial viability of the project. More specifically, as the capital budget 
decreases, the discounted payback period of the project does so as well, 
though not strictly necessarily. However, the LCOE is a strictly 
increasing function of the CIF. Additionally, changes in the profitability 
index indicate that the profitability of the project is a strictly increasing 
function of the CIF for CIF values greater than $1.34 m, below which the 
profitability index is reduced significantly. It should be noted that a 
profitability index greater than 1.0 indicates that the project’s cash 

inflows are expected to exceed the project’s cash outflows, and therefore 
it generates profit. Moreover, the LCOE of the project was found to lie 
within the range of $0.00106/kWh–$0.06161/kWh for CIF values 
greater than $1.11 m. This further verifies the economic viability of the 
MCMG project proposal in view of the fact that the present average tariff 
rate at the case study is $0.086/kWh. 

Table 5 details the results obtained for various reinforcement levels 
of the MCMG’s units against cyber-attacks – as part of the overall iter
ative resilient planning process – for different CIF value scenarios. More 
specifically, the proposed process, first, identifies the most vulnerable 
units that would be the primary targets of attackers, and then reinforces 
them in the next iteration. Accordingly, it proceeds by prioritizing the 
identified units at each iteration for further reinforcements in the next 
iteration until an acceptable level of resilience is achieved. It should be 
noted here that the total cost of the MCMG under normal operating 
conditions (resilience index = 1) is estimated to be $3.61 m. 

The results presented for scenario 1 in Table 5 indicate that the 
intentional attack results in the disruption of CHP and PV units in the 
first iteration, with a consequent 26% increase in the total cost of the 
MCMG compared to the normal operating conditions. Accordingly, the 
total cost increases from $3.61 m in the baseline scenario to $4.56 m. It 
is noteworthy that the weakest encryption strategy for the units under 
consideration is applied in iteration 1, which accounts for around 2.04% 
of the total cost. However, the encryption strategy in iteration 2 is more 
sophisticated, and entails the reinforcement of the attack-prone units – 
identified in the previous iteration – which makes up about 3.04% of the 
total cost. Interestingly, the encryption strength of each vulnerable unit 
is found to be double the initial encryption strength. The results of the 
second iteration indicate that the CHP and PV units are attacked again 
and the ESS is additionally disrupted. Additionally, the total cost of the 
project is reduced by 14% to $3.93 m in iteration 2 compared to itera
tion 1. Also, the reinforcement cost in iteration 3 is increased to $0.19 m 

Fig. 18. Breakdown of the Total Cost of the MCMG in the Increased Natural Gas Price Scenario.  
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from $0.12 m in iteration 2, while the total cost is reduced by 8% 
compared to the previous iteration. Given that the CHP and PV units are 
under more surveillance – given the identified and nullified attacks in 
the previous iterations – the electrical and thermal storage units are 
identified to be the primary targets for disruption in iteration 3. The 
associated minimum total cost is yielded in the fourth iteration of the 
reinforcement process, which shows $0.1 m of savings compared to the 
baseline scenario. In iteration 4, the total cost is found to be $3.51 m, 
with an associated resilience index of around 0.99, which is deemed 
sufficient. That is, any further reinforcement of the MCMG’s assets to 
reach a resilience index of greater than 0.99 is associated with high 
encryption costs for low-probability, low-impact attacks, thereby 
impairing the economic viability of the project. More specifically, the 
best trade-off between resilience and cost is selected to be the iteration 
where the sum of the planning and reinforcement costs is minimum. 
Underlying this choice was the insight that as the reinforcement cost 
increases, the planning cost decreases due to the improved encryption 
strength of the selected physical units and minimized costs of unserved 
energy. Another insight is that the best compromise solution is highly 
dependent on the chosen CIF. 

Further insights into the assets that are more prone to cyber-attacks 
in the resulting infrastructure mix of the MCMG are necessary for 
informed prioritization decisions. Fig. 7 shows the percentage frequency 
of the intentional cyber disruption of the relevant components, in 
accordance with the best trade-off solutions. The figure indicates the 
following rank order for the probability of outage of the components 
prone to attacks: the CHP unit (41.94%), the PV plant (20.16%), the ESS 
(19.35%), the boiler (8.06%), the TSS (6.45%), the EHP (2.42%), and 
the FC (1.61%). 

Case 2: In this case, the effects of changes in the VOLL on the 
planning results are studied for an unlimited CIF. Fig. 8 illustrates the 
effect of VOLL variations on the deviation of the sizing of the units with 
respect to the baseline scenario (Orig. 1). It can be observed that higher 
VOLL values result in a modest decrease in the size of the CHP unit. 
However, the size of heat generators, including the boiler and EHP, 
supported by the TSS and CHP systems undergo a more dramatic change 
to uninterruptedly meet the heat demand. An important insight is that 
there exists a turning point for the size of the TSS, which occurs where 
the penetration level of heat generators exceeds a certain amount. 
Furthermore, the penetration of the CHP unit is found to be inversely 
correlated with the size of the PV unit. The direct correlation of the size 
of the PV plant and the ESS also indicates that the variability of the PV 
plant is addressed mainly by the ESS. 

In terms of the impact on the curtailed loads, the results indicate that 
increasing the VOLL results in relatively insignificant changes in the 
curtailed loads, and consequently the total penalty of unserved energy. 
More specifically, the total cost increases around 11% from $3.61 m to 
approximately $4 m in the extreme case where higher VOLL for elec
trical and thermal loads is greater than $12.32/kWh and $0.36/kWh, 
respectively. 

Another observation is the sensitivity of the capital budgeting met
rics to changes in the VOLL. More specifically, the results indicate a 
reduction of around 1 year in the DPP of the project in the above- 
mentioned extreme VOLL case, with an associated 33% increase in the 
profitability index, despite higher total costs, which can be primarily 
attributed to the 34% savings generated from the avoided lost loads’ 
penalties. This indicates that the VOLL plays a key role in the economic 
viability evaluation of MCMG systems. 

Case 3: In this case, the optimal MCMG planning problem with a 
boundless CIF is solved for various multi-period islanding scenarios – 
islanding modes that continue for several hours. The total planning cost 
of the MCMG and its breakdown are shown in Fig. 9 for various islanding 
hours. The figure also presents the associated total operational cost of 
meeting the loads without implementing the proposed MCMG through 
grid imports (denoted by non-microgrid costs). As the figure shows, 
increasing the number of islanding mode operation hours for cyber- 

attack-induced interruptions that last from 12 to 48 h per year in
creases the non-microgrid operational cost and the optimal MCMG 
planning cost by 8% and 211%, respectively. The figure also reveals that 
increasing the islanding hours decreases the accumulated operational 
cash inflows by 37%, but substantially increases the emissions costs and 
unserved energy costs; specifically, by 18% and 20%, respectively. It has 
also been found that increasing the total duration of outages from 12 to 
48 h reduces the DPP from 6 years to 4 years, whilst additionally 
improving the profitability index by 113%, from 3.66 to 7.8. 

The impact of the number of islanding hours on the DER sizing and 
REP level is depicted in Figs. 10 and 11. As Fig. 10 shows, the total 
optimal capacity of generation units is approximately halved, from 52.5 
to 24.2 MW, by increasing the islanding hours from a total of 12 h per 
year to a total of 48 h per year in intervals of 12 h. This has also 
decreased the optimal size of the EHP unit by 45%, from 27.4 MW to 15 
MW. Consequently, the optimal energy rating of the TSS is reduced by a 
significant 86% in view of the fact that the optimal energy rating of the 
TSS reaches close to the associated power rating. Furthermore, the 
optimal PV unit capacity is reduced by 71%, which has consequently 
resulted in the reduction of the energy and power ratings of the ESS by a 
similar 86%. Moreover, the most notable insight emerging from Fig. 11 
is that increasing the number of islanding hours to a total of 48 h per 
year (i.e., 12 events each taking 4 h) from the original total of 12 h per 
year (i.e., 12 events each taking 1 h) decreases the REP to 43% from 
149%, whilst simultaneously increasing the CPP by around 1 min. The 
above discussion indicates that the economic viability of the MCMG is 
highly dependent on the number of multi-period islanding events per 
year. More specifically, a larger number of islanding events results in 
lower revenue streams for the MCMG’s investors. 

To corroborate the effectiveness of the proposed model and 
demonstrate its robustness to changes in input values, further scenario 
analysis were carried out considering the following cases: (i) islanded 
mode operation, (ii) increased electricity market prices and reduced 
feed-in-tariff, as well as (iii) increased natural gas market price. 

Islanded mode operation: In this scenario, it is assumed that the 
MCMG is entirely disconnected from the wider power utility network 
and electricity is solely provided by local resources. However, the nat
ural gas network is assumed to be available. The results of the optimized 
units’ penetration as a function of CIF in this scenario are presented in 
Fig. 12. As the figure shows, the most economically viable local units for 
power generation are the CHP unit and the solar PV plant with the 
thermal loads mainly supplied by the boiler, and in lesser part by the 
electric heaters. The results also indicate that when the capital budget is 
sufficient, around 40% of the total demand of the industrial park is 
served by the solar PV plant. However, a reduced budget of $2.24 m 
leads to a solar PV penetration of around 0.04%. Moreover, from the 
results, it can be observed that the penetration of the battery storage 
system is insignificant, with a power capacity in the range 0.3–2.2% and 
an energy capacity in the range 0.4–7.2% – to effectively handle the 
mismatches in the supply and demand profiles. Importantly, as the 
capital budget decreases, the capacity of the battery storage system in
creases. On the contrary, a relatively small thermal storage capacity has 
been allocated, which decreases with reductions in the capital fund. In 
addition, the total power generation capacity is in the range 6.7–18.4 
MW and the total energy storage capacity is in the range 181.8–518.4 
kWh depending on the capital budget. 

Also, Fig. 13 shows a breakdown of the total planning cost, namely 
the investment costs, replacement costs, operational costs (including the 
fuel import costs), maintenance costs, emissions costs, unserved energy 
costs, and reinforcement costs in the islanded mode operation. As the 
figure shows, for capital budgets lower than $2.24 m, the cost of un
served energy is significantly increased due to the shedding of critical 
loads. Also, the planning cost in this mode ranges from $1.8 to $5.08 m 
given the level of resilience desired. Additionally, the LCOE is found to 
be in the range of $0.019/kWh to $0.037/kWh. This shows that even in 
the islanded mode operation, the LCOE of the system is lower than the 
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average retail tariff, provided that relatively large capital resources are 
available. 

It is also noteworthy that further unreported analysis identified the 
total lost load of the MCMG to be equal to approximately 3.18 MWh, 
which occurs in the last year in the planning horizon (year 25). 

Increased electricity market prices and reduced feed-in-tariff: In 
this scenario, it is assumed that electricity market prices are doubled and 
the feed-in-tariff is halved. The results of the optimized units’ penetra
tion as a function of CIF in this scenario are presented in Fig. 14. As the 
figure shows, the optimal capacity of the MCMG’s local generation re
sources is approximately halved compared to the baseline scenario, 
provided that sufficient capital resources are available. This results in a 
reduction of the excess renewable power generation, and consequently 
reduced income from electricity exports. More specifically, the optimal 
capacity of the solar PV plant is approximately 5 times lower than that of 
the baseline scenario. Also, the main power and heat generation re
sources are the CHP unit and the boiler, respectively, with specifically 
allocated thermal storage to store the excess heat generation of the CHP 
unit. However, when the capital fund is lower than $1.83 m, the optimal 
result is to allocate larger capacities of battery storage to meet critical 
loads uninterruptedly. However, no extra capacity is specifically allo
cated to uninterruptedly meet thermal loads. Accordingly, the results 
reveal that the optimal size of the components, especially those useful 
for generating a revenue stream from exports, is particularly sensitive to 
the associated power exchange rates. 

Also, Fig. 15 shows a breakdown of the total planning cost, namely 
the investment costs, replacement costs, operational costs, maintenance 
costs, emissions costs, unserved energy costs, peak demand charges, and 
reinforcement costs in the increased electricity market price and 
reduced feed-in-tariff scenario. As the figure shows, the total operational 
cost of the MCMG is positive compared to the baseline scenario where it 
is negative, which indicates that power exchange with the grid incurs 
costs, rather than generating profits. The reason lies in the combination 
of the increase in import costs and the decrease in export tariff. Also, the 
results reveal that the PP is in the range of 12 to 28.7%, while the SP lies 
in the range of 55 to 60%, which indicates that the MCMG still prefers to 
export the excess generation, rather than importing the power deficits. It 
is also noteworthy that the lower the capital budget, the higher the PP, 
the lower the SP. 

The LCOE of the MCMG in this scenario is found to be in the range 
between $0.0146/kWh and $0.235/kWh. Note that, unlike all other 
cases, in the last case, where the capital budget is equal to $0.9 m, it is 
not economically viable to develop the MCMG because the associated 
LCOE is greater than the average feed-in-tariff by approximately 36%. 

It is also noteworthy that further unreported analysis identified that, 
when the capital budget is lower than $1.83 m, the total lost load of the 
MCMG is in the range of 3.39 MWh to 5.7 MWh (depending on the 
budget), which occurs from the 22nd year of the MCMG operation 
onwards. 

Increased natural gas market price: In this scenario, it is assumed 
that the natural gas market price are increased by a factor of 5. Fig. 16 
summarizes the changes in the optimal configuration of the MCMG and 
the associated optimal size of the components in this scenario compared 
to the baseline scenario. As the figure shows, the optimal decision is to 
substantially reduce the optimal capacity of natural-gas-dependent re
sources, such as the CHP and the boiler, whilst simultaneously 
increasing the size of renewables. This also entails significantly 
increasing the size of the electrical heater and the thermal energy stor
age system. Notably, the optimal capacity of the WT generation unit is 
significantly increased for the cases where the budget is greater than 
$11.44 m, despite the fact that the site is less richly endowed with wind 
resources, which results in lower capacity factors. 

Moreover, Fig. 17 depicts the penetration of renewables and con
ventional generators in this scenario. As the figure shows, for the cases 
where the capital budget is greater than $7.61 m, the electrical loads on 
the MCMG is, in larger part, met by the renewables and electricity 

imports, whereas decreasing the budget results in a decrease in the ca
pacity of onsite renewables with a consequent increased reliance on 
conventional units. In addition, for the cases where the budget is lower 
than $2.27 m, the electrical load is mainly met by imports supported by 
the battery storage system. 

Fig. 18 shows a breakdown of the total planning cost into its con
stituent cost components in this scenario. According to the figure, the 
planning cost components have undergone a significant change 
compared to the baseline case. More specifically, the peak demand 
charges in the scenario with increased natural gas prices make up 
around 4 to 6% of the total planning cost for different capital fund cases. 
Also, the operational cost (including the fuel import costs and net 
electricity imports) comprise 18 to 50% of the total planning cost, while 
the unserved energy costs (mainly unmet thermal loads) are responsible 
for a significant 37 to 45% of the total costs, which demonstrate the 
important impact of natural gas costs on the planning results. 

In addition, the results reveal that the PP is in the range of 87 to 92%, 
while the SP lies in the range of 55 to 60% for different capital budgets, 
which indicates that the MCMG is seeking to buy the capacity deficits 
from the wider utility grid to reduce the unserved energy costs. 

The LCOE of the MCMG in this scenario is found to be in the range 
between $0.043/kWh to $0.089/kWh depending on the budget, 
whereas the profitability index varies between 1.34 to 5.54, which in
dicates the reduced attractiveness of the project for investment due to 
the increased natural gas prices. 

It is also noteworthy that further unreported analysis identified that 
the total lost load of the MCMG is in the range of 2.2 MWh to 5.7 MWh 
(depending on the budget), which occurs from the 21st year of the 
MCMG operation onwards. This indicates the important role of the CHP 
in an affordable uninterrupted supply of electrical loads. 

4. Conclusion 

While the information and communications technologies are neces
sary for the optimal operation of multi-carrier microgrids, they are 
exposed to cyber-attacks, which in turn jeopardize the security of 
microgrids. This indicates the necessity of reinforcing the sensitive as
sets to ensure a reliable and robust operation of multi-carrier microgrids, 
and developing a resilience-oriented optimization strategy for an unin
terruptable supply of critical loads during the periods of intentional 
disruptions. In this light, this paper has presented an effective, generic 
framework for designing resilient multi-carrier microgrids prone to 
cyber-physical attacks. The proposed modeling framework assists the 
associated multi-carrier microgrid planning decision-making processes 
considering the added infrastructure needed to tolerate the cyber- 
physical attacks and the associated impacts on the total multi-carrier 
microgrid development costs. The cyber-attack-resilient operation of 
multi-carrier microgrids, optimized by the proposed method, has also 
been ensured using a specifically developed preventive reinforcement 
strategy, which not only identifies the vulnerable distributed energy 
resources, but also reinforces the most vulnerable assets in a prioritized, 
systematic way. To this end, the overall problem has been formulated as 
a mixed-integer programming problem seeking to minimize the total 
planning cost incorporating the investment, replacement, and operation 
and maintenance costs of distributed energy resources, peak demand 
charges, emissions costs, unserved energy costs, as well as the costs 
associated with the reinforcement of multi-carrier microgrids against 
intentional cyber intrusions. 

The effectiveness of the proposed model has been verified by 
applying it to a real-world case study. The numerical simulation results 
have demonstrated the economic viability and resilience benefits of the 
proposed model using various metrics. A key insight obtained from the 
numeric simulation results is that reinforcing multi-carrier microgrid 
systems against cyber incidents results in total cost increases of between 
0.33 and 22.87% compared to the baseline case, depending on the 
encryption strength desired. Also, as far as the results from the case 
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study are concerned, servicing the aggregated electrical loads of 1.83 
MW and thermal loads of 7.2 MW is highly economically viable for 
capital budget values of greater than $2.53 m, though the project pro
posal remains attractive for capital budgets in the range of $1.11 m to 
$2.53 m. Moreover, the role of the battery storage system in the cost- 
optimal meeting of electrical loads is more salient when the renewable 
energy penetration exceeds 39%. 

While the numeric simulations are carried out for a specific case, the 
proposed model can be readily adapted for application to other case 
studies. That is, the proposed resilience-oriented multi-carrier microgrid 
development model is readily scalable as it comprehensively in
corporates the technical, economic, environmental, and practical as
pects of energy planning optimization. In addition, the proposed generic 
mixed-integer programming model can be readily reformulated for 
different candidate DERs. In conclusion, the proposed model provides 
three novel generalizations of standard multi-carrier microgrid planning 
optimization, namely: (i) considerations of cyber-attacks during the 
planning phases of multi-carrier microgrids can have substantial im
pacts on the associated business cases, (ii) as the value of lost load in
creases, the need for cyber-attack-resilient planning of microgrids does 
so as well, and (iii) as the expected total annual duration of disruptions 
increases, the share of renewables in the energy mix of cyber-attack- 
resilient microgrids decreases. 
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